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Abstract  

 

With the end of the previous millennium and the entry of the new millennium, a new and somewhat strange war emerged. 

With the technological development and the invention of modern computers, this threat has become inevitable and 

imminent for both big and small countries. The new form of conflict is as challenging to international peace and security 

as the traditional ones and came with new threats that take place in a virtual battlefield known as cyberspace. Thus, 

cybercrimes, cyberterrorism and cyberwarfare came under the limelight on the international stage and became one of the 

primary concern of the world of the United States and other world powers. The western powers started considering 

cyberterrorism to be same with traditional terrorism and advocate for the application of equal measure to address it. The 

qualitative descriptive method of data analysis was utilized in making meaning out of the data collected from the 

secondary sources. It involves a descriptive summary of the information collected on specific events of the issues under 

study. This paper dwells on the phenomenon of cyberterrorism with inquisition of whether international law applies to 

cyberspace. Finally, some recommendations are offered on how to address the issue. 
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INTRODUCTION 
The term “cyberterrorism” was coined in the 

1980s by Barry Collin referring to the usage of 

cyberspace to perpetrate acts of terror. Though, the 

word started becoming popular parlance among 

cybersecurity experts in the 1990’s as the information 

and communication technology was developing and 

spreading across the globe [1]. Many researchers and 

pundits have affirmed that cyberterrorism is a grave 

threat to global peace and security that must be 

judiciously contained. The defence strategy has to 

include the virtual world to reduce physical damage in 

the real world. There are incidents of significant 

cyberterrorism that occurred in the year 2008, 2012 and 

beyond and risk associated to the transnational hacking 

activities of cyberterrorist cannot be underrated due to 

the destructive impact it could have on nations national 

security thereby triggering global unrest [2].  

 

The term terrorism is a relative term. As such, 

there is no universally accepted definition of the 

concept. There is ambiguity as to what constitutes an 

act of terror since a terrorist to one party could be a 

freedom fighter for another. Therefore, so far, there is 

no undisputed legal or academic definition of the 

concept [3]. As such, the definition of terrorism is left at 

the subjective interpretations of states and other actors 

on the international stage to conform with their interest 

at a given time for a particular purpose. Thus, concepts 

such as cyberterrorism that are derived from the term 

terrorism do not also have a generalised academic or 

legal definition that is universally accepted [4]. For this 

reason, cyberterrorism as a concept is mostly described 

based on the method of attack, the target of the attack, 

the motivation behind the attack, and the criticality of 

workstation use in the act. 

 

With the end of the previous millennium and 

the entry of the new millennium, a new and somewhat 

strange war emerged. With the technological 

development and the invention of modern computers, 

this threat has become inevitable and imminent for both 

big and small countries. The tremendous scientific 

growth of the present era did not lead to the 

manufacture of the new lethal weapons new but 

invented what is more harmful. Cyberspace has also 

become the essential safe-haven for extremists and 

racists, where extremist, terrorist, political, religious, 

ethnic and personal interests can be broadcasted 

through the Internet. The attack in the traditional sense 
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may include the launch of a missile or a shell or a 

fighter aircraft that targeted the enemy, while the 

situation is entirely different in the case of Cyber-

attack, where it requires a computer, Internet and a user 

[5]. 

 

The Threat of Cyberterrorism to International 

Peace and Security  

The primary body responsible for the 

maintenance of international peace and security is the 

United Nations Security Council (UNSC), which is 

considered the most critical, precise and sensitive organ 

of the United Nations system. By entering deeply into 

the details of the United Nations (UN) Charter, Article 

2(4) of the Charter prohibits the use of force against 

other States, whether direct or indirect and considers 

electronic power to be one of the indirect effects. Thus, 

one of the principal purposes of the United Nations is to 

remove anything that endangers global peace and 

security and to ensure the compliance and respect of 

international agreements by states and non-state actors. 

In the contemporary world order, resorting to the use of 

force in international relations should be the last resort 

[6]. 

 

When we talk about weapons and soldiers, we 

immediately imagine carrying conventional weapons, 

and a soldier with a gun to fight and enter enemy 

positions. But here our subject is entirely different from 

what happens in a traditional war. Cyber fighters and 

cybercriminals have a very high level of experience in 

dealing with electronic equipment that is above and at 

least equal to security systems, and this experience can 

interrupt communication of control systems, invade 

banking systems, disrupt civil aviation, hijack electronic 

voting, and other vital matters. So we get to the basic 

rule that those who make cyber-attacks are ordinary 

people, but these people have tremendous experience 

and very sophisticated capabilities, as they can attack 

and cause damage from any location in the world [7]. 

 

After the events of September 11, 2001, the 

world turned to a new type of destruction and 

undeclared wars to the so-called terrorism, which relied 

on deception, but the attack of information security was 

one of the most prominent characteristics, so that the 

attackers relied on access to electronic networks before 

they began any practical step, so they worked to track 

the air traffic and penetrate the security systems and 

then they issued  passports and false cards that distract 

the authorities from any doubts about their terrorist 

intentions [8]. Terrorist cyber-attacks are modern ways 

that need only using a computer’s keyboard, which 

highlighted the phenomenon of attacks on the 

WikiLeaks site where the Anonymous group made 

hacking operations on a global scale. This group is one 

of the most influential groups in modern-day piracy, 

whose number is unknown, or who they belong to. The 

most famous operations of this group were their support 

of WikiLeaks [9]. 

 

 This group has caused many political 

problems in the world in addition to their attack against 

several international companies and their intervention in 

the Iranian elections in 2009, with their offensive 

against Australian government sites in order to allow 

the user to browse any site freely, in addition to 

government sites of many countries and leaked personal 

information of famous personalities in Bahrain, 

Morocco, Egypt and Jordan. The Arab Spring was an 

intensive field of work for members of this group, 

providing instant support to the popular revolutions in 

Tunisia and Egypt by launching active attacks against 

the government sites of the two countries. Some praised 

them as professional fighters and others condemned 

them as chaotic computer fighters [10]. 

 

Accordingly, it is concluded that the first 

cyberspace soldiers are those hackers who rely on 

cyberspace to carry out their terrorist attacks on sites 

and countries. We remind the revolutions that took 

place after the Arab Spring, where this group has used 

Facebook revolutions, as they monitor of their 

computers aimed at overthrowing political regimes. 

They sought to overthrow the political systems and 

succeeded in the Arab Spring revolutions and achieved 

their goals [11]. 

 

The first types of weapons used by these cyber 

terrorists are hacking. Hacking information systems has 

become easy under rapid technological advancement. 

Cyberterrorists can send a message that would harm 

their victims by e-mail. The attack on Saudi Aramco is 

a real example of this. It is considered one of the 

strongest attacks on large companies of this kind. After 

searching and investigation, it was found that the 

planning of this attack was organized by an 

organization outside Saudi Arabia and several 

countries. The virus was immediately isolated, 

prevented from entering its networks and additional 

protection measures were put in place for any future 

similar attack. The aim was to stop the flow of oil and 

gas to the world and stop production altogether [12]. 

 

When searching for details based on a report 

issued by the Saudi Ministry of the Interior, the 

penetration was reported as a result of the virus being 

planted through a process called "phishing". The 

operations took place during a month or more of the 

failed attempts until they reached the discovery of 

weaknesses in the company’s electronic system. The 

company confirmed that the source of the attack was 

external, as the result of the penetration of virus 

planting and encircling the company's security 

programs and destruction of anti-virus programs and 

scan a file on each device. This attack was followed by 

another attack called "dumping" to direct massive 

operations at the same time and from different parts of 

the world and led to a temporary interruption in the 

company's delivery of its services. This attack is 
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believed to have been aimed at diverting attention from 

the main attack. Within one day it was controlled and 

the devices returned to immediate action. However, the 

effects continued for several months until the company 

was able to restore the status quo. Electronic attacks 

threaten 69% of Saudi companies [13]. 

 

Based on the Jordanian Electronic 

Transactions Law in Articles 37 and 38, it states that the 

Jordanian legislator has imposed severe punishment on 

anyone who penetrates electronic economic systems, 

discloses secrets or provides incorrect information 

about clients and institutions. In addition to the 

penetration there are many other weapons used by the 

perpetrators of cyber-attacks including, viruses, worms, 

Trojans, and dumping. Through these fraudulent tactics, 

cyber attackers enter the systems to destroy what they 

can ruin [14]. 

 

When we look at these methods, it becomes 

clear to us that they are lethal weapons that harm their 

victims. When a particular virus or Trojan horse is 

spread, a virus term through its name becomes apparent 

to us that it is a subtle and invisible thing. That is a 

hidden program or hidden tool that has harmful effects 

and is effective during cyber-attacks and causes 

paralysis and disruption of systems [15]. As well as 

when talking about Trojan horse as the story of this 

horse includes that a real process of mobilizing soldiers 

inside the body of a large horse to penetrate one of the 

fortresses in ancient times and sneak into these 

fortresses on the basis that it was presented as a gift to 

one of the rulers at the time. The idea of Trojan horse in 

cyber-attacks is based on the same principle as it 

penetrates the systems in a friendly way and enters as a 

friend or ordinary and ineffective program. When it 

opens, it transmits several viruses that lead to leaks of 

data and disclosure of secrets to any person or 

government entity that enters into its account [16]. 

 

Therefore, all member states of the United 

Nations are sovereign and equal to the international 

system. Through the recognition and sovereignty of all 

independent states, which deal with all the subjects of 

international law and are at the forefront of the United 

Nations principles in building their relationship with 

member states. Some scholars believe that cyber-

terrorist attacks are equivalent to armed attacks and that 

they are an issue related to self-defence and long-term 

political interest. The national and global interest is 

concerned with the cause of international security and 

stability. Terrorist cyber-attacks threaten the protection 

and stability of all countries of the world [17]. 

 

Rationally, it is believed that when a terrorist 

attack a member state of the United Nations, the 

Security Council must take appropriate measures and 

effective measures to deter this attack. It should be 

noted that the text of article 39 of the UN charter did 

not set a specific definition of aggression, but left it 

extended so that the Security Council can adopt any 

action that would endanger the safety of states. Thus, 

cyber-attacks can be placed under this item, because if 

we leave things on the contrary, countries will be 

vulnerable to electronic piracy and attacks and an easy 

tool controlled by the major powers of the advanced 

world, which makes less developed countries 

vulnerable to dangers and tampering with their 

electronic infrastructure [18]. 

 

CONCLUSION 
In sum, cyberterrorism threatens international 

peace and security. Legally, it is a violation of the 

principles of the United Nations. States have the right to 

control the space infrastructure and space activities in 

their territories and to protect their territories from 

harmful acts through their sovereign right. Therefore, 

the legal procedures and principles of cyber-attack must 

prevent the parties to the international relations from 

using force against territorial integrity, political 

independence or any other situation that is incompatible 

with the purposes and principles of the United Nations 

[19]. As such, all states members of the United Nations 

are equal regarding sovereignty and in terms of the 

subjects that deal with international law and deserve to 

be protected. Some scholars believe that cyber-terrorist 

attacks are equivalent to armed attacks and that they are 

an issue related to self-defence and long-term political 

interest. The national and international interest of many 

states and non-state actors is concerned with the global 

peace, security and stability, and Cyberterrorism 

threatens this interest which in turn affect the stability 

of countries around the world [20]. Finally, the 

stipulation of an international legal instrument is 

recommended where all member states of the United 

Nations and influential non-state actors must be 

signatories.  
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